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Stepping Stones Pre-School
Technology Policy
Internet:
The internet is part of everyday life. Knowledge and experience of information and communication technology (ICT) should be considered as essential.  Developmentally appropriate access to computers and the internet in the early years contributes significantly to children's development.  Children learn best when they have managed access to computers and control of their learning experiences: however such use carries an element of risk.  Early years practitioners and parents should make children aware of the risks associated with online technologies.  This empowers them with the knowledge and skills to keep themselves safe, without limiting their learning opportunities and experiences.  
The Internet Policy aims to outline safe and effective practice in the use of the internet.  It provides advice on acceptable use and effective measures and enable children and adults to use ICT resources in a safer online environment and applied to all individuals who have access to or are users of work related ICT systems.  This included children and young people, parents and carers, early years practitioners and their managers, volunteers, students, committee members and other users.
The Internet Policy applies to internet access through any medium, for example computers, mobile phones, smart devices and gaming devices.
The Designated Safeguarding Officer Donna Peters, 
Deputy Safeguarding Officer Hayley Frear 
Assistant Deputy Safeguarding Officer Sarah Selby 

Are responsible for online safety, and manage the implementation of the Internet Policy, they will ensure: 
· Day to day responsibility for online safety issues and as such will have a leading role in implementing, monitoring and reviewing the Internet Policy.
· ICT users must be made aware of the procedures that must be followed if a potentially unsafe or inappropriate online incident occurs.
· The recording, monitoring and filing of reports in the event of potentially unsafe or inappropriate online incidents will be recorded in the incident log which will be used to inform future online safe practice.  
· All necessary actions will be taken to minimise the risk of any identified unsafe or inappropriate online incidents reoccurring.

Maintaining password security is an essential requirement for practitioners and their managers particularly where they have access to personal information.  

Practitioners and their managers will be responsible for keeping their passwords secure and should ensure they are regularly updated.  All ICT users should have strong passwords.   Passwords should not be shared.  

Computers and laptops should be set to 'time-out' the current user session if they become idle for an identified period.  All ICT users must 'log-out' of their accounts if they need to leave a computer unattended.  

If ICT users become aware that password security has been compromised or has been shared, either intentionally or unintentionally, the concern must be reported to the Designated Safeguarding Officer.  

Internet access for all ICT users should be managed and moderated in order to protect them from deliberate or unintentional misuse.  Every reasonable precaution should be taken to ensure the safe use of the internet.  It has to be acknowledge however, that it will be impossible to safeguard against every eventuality.

The following control measures will be put in place where appropriate to manage internet access and minimise risk:
· Secure broadband or wireless access.
· A secure, filtered, managed internet service provider and/or learning platform.
· Secure email accounts.
· Regular monitored and updated virus protection.
· A secure password system.
· An agreed list of assigned authorised users with controlled access.
· Clear Acceptable Use Policies and Agreements.
· Effective audit, monitoring and review procedures.

Online activity will be monitored to ensure access is given to appropriate materials only.

Computers and gaming devices should be sited in areas of high visibility to enable children and adults to be closely supervised and their online use to be appropriately monitored.

If a child accidentally accesses inappropriate material, it must be reported to an adult immediately.  Appropriate action should be taken to hide or minimise the window.  The computer should not be switched off, nor the page closed, in order to allow investigations to take place.  All such incidents must be reported to the Designated Safeguarding Officer; who must ensure a report of incidents is made and that any further actions deemed necessary are taken.

All practitioners and their managers should be made aware of the risks of connecting personal mobile devices to work-related ICT systems.  Such use will be subject to explicit authorisation by the Designated Safeguarding Officer and will be stringently monitored.

Should it be necessary, the download of files or programmes to any work related system should be effectively managed and monitored.

All official online communications should occur where possible through secure filtered email accounts.  Settings should be aware that free, web-based email services are not considered secure for personal data and their use could put the setting at risk.

Communication between adults and between children and adults, by whatever method, should take place within clear and explicit boundaries.  This included the wider use of technology such as mobile phones, text messaging, social networks, e mails, digital cameras, videos, web-cams, websites and blogs.

When using digital communications, staff and volunteers should:
· Only make contact with children for professional reasons and in accordance with the policies and professional guidance of the group.
· Not share any personal information with a child e.g. should not give their personal contact details to children including e-mail, home or mobile telephone numbers.
· Not request, or respond to, any personal information from the child other than that which might be appropriate as part of their professional role, or if the child is at immediate risk of harm.
· Be aware of and use the appropriate reporting routes available to them if they suspect any of their personal details have been compromised.
· Ensure that all communications are transparent and open to scrutiny.
· Be careful in their communications with children so as to avoid any possible misinterpretation.
· Ensure that if they have a personal social networking profile, details are not shared with children in their care (making every effort to keep personal and professional online lives separate).
· Not post information online that could bring the group into disrepute.
· Be aware of the sanctions that may be applied for breaches of policy related to professional conduct.
· Only use (wherever possible) official equipment or systems to communicate with young persons.
Children should be enabled to use online technologies as relevant to their age and development.  Access to online communications should always be monitored by a supervising adult.
Emerging technologies should be valued for the learning and development opportunities they provide for children.  Many existing technologies such as smart devices/watches/rings, gaming devices, AI glasses and mobile phones will already be familiar to many children and these devices should be considered subject to the same risks as any other form of technology.  Effective control measures should therefore be put in place to minimise such risk whilst maximising the opportunities for children to access such resources. Where children discuss accessing inappropriate video game and TV content a record of concern will be raised and discussed with their parent or carer.
Access to a range of age appropriate websites should be enabled, but children should be encouraged to be cautious about any information given to them by other users on such sites, and must recognise that not everyone is who they say they are.
Access to social networking sites should be carefully managed within the early years setting, and children will only be permitted to use moderated child-focused sites under supervision.  Practitioners and their managers are not permitted to use work-related technologies for personal access to social networking sites.
Children and parents should know that the use of social networking sites in the home or social environment is an exciting communication tool and networking tool.  It must also be emphasised however that their use can pose potential risks.  Children and parents should therefore be made aware of those risks, and the control measures that can be implemented to minimise them. Most social media platforms have a minimum age restriction, typically 13 years old which is the age of consent for data protection purposes in many countries. Children within our setting should not be accessing or engaging with any social media platforms. 
Practitioners and their managers are also likely to use social networking sites in their recreational time on their own personal computers.  This is not to be discouraged, however they must agree to a 'professional conduct agreement'.  The use of such sites should not compromise professional integrity or bring the setting into disrepute.  The adding of children and young people as 'friends' to social networking sites should be avoided.
Social networking sites and mobile technologies can be used for negative and anti-social purposes.  Cyber bullying, for example, is unacceptable as is any other form of bullying, and effective sanctions must be in place to deal with such concerns. This included inappropriate disrespectful or derogatory comments from parents or carers regarding the setting on any social media platform. We have a complaints procedure that parents are able to follow if they are unhappy with something. Any known or suspected incidents must be reported immediately to the Designated Safeguarding Officer.
Emerging technologies can offer potential learning and development opportunities.  Their use should be risk assessed before use by children and young people.  Where necessary, further training and guidance should be provided to ensure appropriate and safe use of any new technologies. 
Mobile phones, cameras and other electronic devices with imaging and sharing capabilities
Mobile technology is becoming increasingly more sophisticated allowing access to new content and services such as the internet, social networking sites and instant messaging.  Many offer camera, video and audio recording as standard.  They offer high speed methods of communication but they are also associated with risks.  Acceptable use and management of mobile technology is applied through the Technology Policy.  Personal use of mobile technology is controlled and not allowed in the personal care area but it is recognised that banning their use in the setting is unrealistic.
This Policy aims to protect children from harm, by ensuring the safe management and use of mobile technology by all individuals who come into the setting.  Alongside the potential risks, mobile technology is an effective communication tool which contributes to safeguarding practice and protection.  This policy applies to all individuals who have access to and/or work related mobile technology within the setting environment.  This will include children and young people, parents and carers, practitioners and their managers, volunteers, students, committee members, visitors, contractors and community users. 
Mobile technology may give cause for concern by misuse including the taking and distribution of indecent images, exploitation and bullying, such misuse will have a negative impact on an individual’s safety, dignity, privacy and right to confidentiality.  The needs and vulnerabilities of all must be respected and protected.  Mobile technology may also cause an unnecessary distraction during the working day and are often considered intrusive when using in the company of others.  It may be difficult to detect the use or misuse of mobile technology.  
The vulnerable areas in the setting are the hall, toilet areas and changing rooms and there are signs displayed to show that these are areas free from mobile technology and other ICT equipment with the capability of recording visual images.
Practitioners and the manager will
· Be aware of the need to protect children from harm.
· Have a clear understanding of what constitutes misuse.
· Know how to minimise risk.
· Be vigilant and alert to potential warning signs of misuse.
· Avoid putting themselves into compromising situations which could be misinterpreted and lead to potential allegations
· Understand the need for professional boundaries and clear guidance regarding acceptable use
· Be responsible for the self-moderation of their own behaviours
· Be aware of the importance of reporting concerns immediately

Practitioners may leave their mobile technology turned on during sessions but they should be stored on the mobile technology shelf in the kitchen where they are visible at all times.  Technology can also be stored safely in the cupboard in practitioner’s bags.  

The recording, taking and sharing of images on mobile technology should not be done using practitioners personal equipment but is restricted to the settings camera, video and ICT equipment.

The only mobile technology to be used in the setting is the designated pre-school technology.  Only the settings mobile technology will be used to contact parents or send text messages unless an emergency situation occurs.

Practitioners who wish to use their technology in the setting should first gain permission from the Designated Safeguarding Officer or deputy and use their technology in an area visible to all.  No liability for loss and/or damage can be accepted

Parents are not permitted to film their child at special events and are expected to support the setting in keeping children safe by considering the wishes of all parents.  Generally in group situations parents are not permitted to take group photos during the event, but individual photo opportunities will be facilitated at the end of any given situation.

If the manager or anyone within the setting has reported a concern regarding technology use and content the Whistle Blowing policy and procedure will be followed. If the concern is regarding parents or carers the Safeguarding policy and procedure will be followed. 

Families are NOT permitted to share photos of preschool children on any social media platform that are not in their family. 

The setting may use their mobile technology to text, email and make and receive calls.  It is an essential part of the emergency toolkit which is taken on trips and outings.  It allows contact outside of the settings opening hours.

Only authorised individuals will have access to the work mobile which will be stored safely if not in use.

Personal calls should not be made on the work mobile technology, other than in agreed circumstances.  
Personal mobile phones, smart watches with photo taking capabilities, and AI glasses are not to be used or worn in the setting when children and young people are present. Parents /carers and visitors are asked to put all digital devices away on entering the setting. Staff are required to store all internet-enabled devices, including phones, smart watches and AI in a secure place designated by the manager and only access them in their personal time when they are not caring for children and there are no children or young people present. Any electronic devices which are used to manage medical needs must be agreed with the manager. 




Online safety

The following online systems and devices are used within the settings:

Tablets for promoting and recording children’s learning and development
Tablets for children’s use
Electronic / online management software (if appropriate)

Children and young people never have unsupervised access to devices with online capability, and all devices are restricted to prevent access to inappropriate content. Practitioners give consistent messages about the safe use of technology and support children and young people to understand the risks posed in the real and virtual world. Only reputable sites with a focus on learning are used.

Online risks include:
Content – being exposed to illegal, inappropriate, or harmful material 
Contact – being subjected to harmful online interaction with other users.
Conduct – personal online behaviour that increases the likelihood of or causes harm.

Practitioners seek to understand a child’s or young person’s context regarding technology within the home learning environment, including how much technology is used and for what purpose. Concerns that a child or young person is at risk or has been exposed to inappropriate online content must be reported to the Designated Safeguarding Lead as a safeguarding concern. If a child or young person has experienced cyber bullying, the DSL must be informed. All concerns must be recorded on the day the concern was raised

Stepping Stones will work with families to share messages about the risk of inappropriate digital content, and other associated risks.

ICT Misuse
This policy ensures that allegations of intentional or unintentional misuse of online technology is addressed in a calm and consistent manner.  This includes any known or suspected breeches of the Acceptable Use Policy.
The Overall priority is to ensure the safety and wellbeing of children at all times, following the Safeguarding Policy.  Referrals will be made to the appropriate agency as deemed necessary.
This Policy applies to all individuals who have access to or are users of work-related ICT systems.  Including children, parents and carers, practitioners, managers, volunteers, students, committee members and visitors.  
[bookmark: _GoBack]All ICT users will be made aware of possible signs of potential misuse.  Adults are responsible for observing practice and behaviours, so that any significant changes are identified at the earliest opportunity.  

All ICT users are made aware that the misuse of ICT or breaches of policies and procedure are taken seriously and sanctions will be applied.
There is an effective reporting and Whistle blowing procedure in place and concerns can be raised confidentially during supervision meetings held every term.  
It is the aim of this policy to minimise opportunities and risk of misuse of ICT equipment.  All incidents will be dealt with on an individual basis and will be recorded and monitored to identify any possible behaviour patterns.

The following procedure should be followed for all incidents:
· The incident should be reported to the Designated Safeguarding Lead. 
· A written incident record should be made, and the situation monitored.
· The context, intention and impact of such misuse must also be considered.  Where deemed necessary the incident may be escalated to a ‘serious level’.
· If the incident relates to the inadvertent access to an inappropriate website, it should be added to the banned or restricted list and filters should be applied where relevant.
· In respect of misuse by children and young people, parents and carers must be informed of the alleged incident and should be advised of any actions to be taken as a result.
· All breaches and access to inappropriate materials should be reported.
· Non-reporting of such breaches will result in the concern being escalated.

The following procedure should be followed for Serious Incidents
· Follow the steps set out in either the Whistle Blowing policy or the Safeguarding policy dependent on circumstances.
· If at any stage a child is or has been subject to abuse of any form, the Safeguarding Policy will be implemented immediately and a referral made to The Dorset Council Family Support and Advice line, the Police and Ofsted where applicable.

The Dorset Council Family Support and Advice line
01305 228558

Dorset Police 999 Emergency
Non emergency 01202 22 22 22

If there is an allegation against an employee, manager, volunteer or student which suggests that a child has been subject to any form of abuse the Safeguarding Policy and Whistle Blowing policies will be implemented immediately.

No internal investigation will be carried out in respect of allegations unless requested otherwise by an investigating agency.

Investigating bodies will be, the Police and/or The Dorset Council Family Support and Advice line and Local Authority Designated Officer.  No action within the setting will be taken to compromise any investigations.

Any hardware implicated in any case will be secured, this may include mobile phones, laptops, computers and portable media technology.

Internal disciplinary procedures will not be undertaken until investigations by the relevant agencies have been completed.  Legal advice will be sought prior to carrying out any internal investigations or instigating higher disciplinary procedures.

Once internal and external investigations are completed a review of online safety will be undertaken and policies and procedures updated, amended and circulated to all practitioners.

The following incidents will always be reported to the Police, The Dorset Council Family Support and Advice line, Local Authority Designated Officer and Ofsted:
· Discovery of indecent images of children and young people
· Behaviour considered to be 'grooming'
· Sending of obscene materials

Not reporting such incidents may be committing an offence.

If illegal material is discovered the equipment or materials found should not be touched or computers switched off.  Individuals should be kept out of the immediate area.  

Illegal material and activities such as images of child abuse accessed via a website will be reported to the Internet Watch Foundation which gives people a safe and anonymous place to report suspected on line images and videos showing the sexual abuse of children:

http://www.iwf.org.up/reporting

If a serious incident occurs, it may attract intense media interest and speculation.   On such occasions every possible attempt should be made to ensure that children, parents and carers are protected and supported appropriately.

Statements will only be released by the chairperson after consultation with The Dorset Council Family Support and Advice line. The prime concern is the safeguarding of children and their families.  

UK Safer Internet Centre Helpline for Professionals www.saferinternet.org.uk
Social Networking a guide for teachers and professionalswww.childnet.com
UKCIS framework (education for a connected world)https://www.gov.uk/government/groups/uk-council-for-child-internet-safety-ukccis





THIS POLICY WAS ADOPTED AT A MEETING OF 
THE PRESCHOOL HELD ON (DATE) ....................................................

SIGNED ON BEHALF OF THE PRESCHOOL...........................................
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