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Stepping Stones Pre School
ICT Misuse Policy
This policy ensures that allegations of intentional or unintentional misuse of online technology is addressed in a calm and consistent manner.  This includes any known or suspected breeches of the Acceptable Use Policy, Camera and Image Policy, Internet Policy and Mobile phone Policy.  The Overall priority is to ensure the safety and wellbeing of children at all times, following the Safeguarding Policy.  Referrals will be made to the appropriate agency as deemed necessary.
This Policy applies to all individuals who have access to or are users of work-related ICT systems.  Including children, parents and carers, practitioners, managers, volunteers, students, committee members and visitors.  This Policy will be implemented in respect of any potential breaches of the Acceptable Use Policy, Camera and Image Policy, Internet Policy and Mobile Phone Policy.
The Chairperson, Designated Safeguarding Lead and Deputy Safeguarding Lead are responsible for ensuring that the procedures outlined in this policy are followed.
Designated Safeguarding Lead: - Donna Peters
Deputy Safeguarding Lead: - Hayley Frear
Assistant Deputy Safeguarding Lead: - Sarah Selby

All ICT users will be made aware of possible signs of potential misuse.  Adults are responsible for observing practice and behaviours, so that any significant changes are identified at the earliest opportunity.  

All ICT users are made aware that the misuse of ICT or breaches of policies and procedure are taken seriously and sanctions will be applied.
There is an effective reporting and Whistle blowing procedure in place and concerns can be raised confidentially during supervision meetings held every half term.  It is the aim of this policy to minimise opportunities and risk of misuse of ICT equipment.  All incidents will be dealt with on an individual basis and will be recorded and monitored to identify any possible behaviour patterns.

The following procedure should be followed for all incidents:
· The incident should be reported to the Designated Safeguarding Lead.  A written incident record should be made, and the situation monitored.
· The context, intention and impact of such misuse must also be considered.  Where deemed necessary the incident may be escalated to a ‘serious level’.
· If the incident relates to the inadvertent access to an inappropriate website, it should be added to the banned or restricted list and filters should be applied where relevant.
· In respect of misuse by children and young people, parents and carers must be informed of the alleged incident and should be advised of any actions to be taken as a result.
· Sanctions should be applied in accordance with the Acceptable Use Policy.
All breaches and access to inappropriate materials should be reported. Non-reporting of such breaches will result in the concern being escalated.

The following procedure should be followed for Serious Incidents
· Follow the steps set out in either the Whistle Blowing policy or the Safeguarding policy dependent on circumstances.
· All serious incidents must be dealt with promptly and reported to the Designated Safeguarding Lead or the Deputy Safeguarding Lead and the Chairperson.
· The context, intention and impact of the alleged misuse must be considered.
· If at any stage a child is or has been subject to abuse of any form, the Safeguarding Policy will be implemented immediately and a referral made to The Dorset Council Family Support and Advice line, the Police and Ofsted where applicable.

The Dorset Council Family Support and Advice line
01305 228558

Dorset Police 999 Emergency
Non emergency 01202 22 22 22

If there is an allegation against an employee, manager, volunteer or student which suggests that a child has been subject to any form of abuse the Safeguarding Policy and Whistle Blowing policies will be implemented immediately.

No internal investigation will be carried out in respect of allegations unless requested otherwise by an investigating agency.

Investigating bodies will be, the Police and/or The Dorset Council Family Support and Advice line and Local Authority Designated Officer.  No action within the setting will be taken to compromise any investigations.

Any hardware implicated in any case will be secured, this may include mobile phones, laptops, computers and portable media technology.

Internal disciplinary procedures will not be undertaken until investigations by the relevant agencies have been completed.  Legal advice will be sought prior to carrying out any internal investigations or instigating higher disciplinary procedures.

Once internal and external investigations are completed a review of online safety will be undertaken and policies and procedures updated, amended and circulated to all practitioners.

The following incidents will always be reported to the Police, The Dorset Council Family Support and Advice line, Local Authority Designated Officer and Ofsted:
· Discovery of indecent images of children and young people
· Behaviour considered to be 'grooming'
· Sending of obscene materials

Not reporting such incidents may be committing an offence.

If illegal material is discovered the equipment or materials found should not be touched or computers switched off.  Individuals should be kept out of the immediate area.  

[bookmark: _GoBack]Illegal material and activities such as images of child abuse accessed via a website will be reported to the Internet Watch Foundation which gives people a safe and anonymous place to report suspected on line images and videos showing the sexual abuse of children:

http://www.iwf.org.up/reporting

If a serious incident occurs, it may attract intense media interest and speculation.   On such occasions every possible attempt should be made to ensure that children, parents and carers are protected and supported appropriately.

Statements will only be released by the chairperson after consultation with The Dorset Council Family Support and Advice line. The prime concern is the safeguarding of children and their families.  

UK Safer Internet Centre Helpline for Professionals www.saferinternet.org.uk
Social Networking a guide for teachers and professionalswww.childnet.com
UKCIS framework (education for a connected world)https://www.gov.uk/government/groups/uk-council-for-child-internet-safety-ukccis
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